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Can your organization stay operational
during an isolation event?

Cl Fortify Readiness Checklist

CISA's Cl Fortify guidance directs critical infrastructure operators to isolate compromised operational
technology from unreliable networks. Isolating the network is only half the requirement. Resilience
means staying operational, not just staying isolated, and that depends on the ability to keep
communicating, coordinating, and operating while systems are under stress.

Use this checklist to assess whether your organization can coordinate manual operations, notify and
account for personnel, and report status to state and federal partners once the network you normally rely
onis gone.

How to use this checklist

Work through each section with your incident command, operations, and communications leads.
Unchecked items are gaps to close before your next incident.

1. Manual Operations Coordination

Isolation guidance assumes operators can revert to manual control. Coordinating that shift is a separate
capability from the isolation itself.

1 We have a documented procedure for shifting from automated to manual control that does not rely on
enterprise email, chat, or collaboration tools.

[0 Operators can coordinate shift changes and handoffs using a channel that remains available when
the enterprise network is down.

1 We have run a drill that continues past the point of isolation, through an actual manual-operations
shift change, rather than stopping at disconnection.

1 Backup and primary communication paths for manual operations are documented and known to on-
shift staff, not just to IT.

[0 Manual operations procedures are current and have been reviewed in the last twelve months.

2 . Personnel Notification and Accountability

Incident commanders need to reach personnel and confirm status in real time, independent of the
systems that may be compromised or offline.

1 We can notify all relevant personnel, including field and non-desk staff, through a channel
independent of the compromised network.

I Our notification system supports two-way confirmation, so we know who is safe, on-site, or
unreachable, rather than only confirming delivery.



1 Rosters and escalation paths used for notification are current and do not depend on a directory
hosted on the network being isolated.

1 We have tested notification delivery and confirmation under simulated network-outage conditions, in
addition to routine testing.

1 Personnel know in advance which channel to check during an isolation event.

3. Reporting to State and Federal Partners

Cl Fortify assumes ongoing communication with CISA, state fusion centers, and sector risk management
agencies throughout an isolation period.

[ We have a defined channel for reporting status to state authorities and CISA that does not route
through the network under isolation.

1 Designated staff know their reporting obligations and cadence during an extended isolation event.

[J We can maintain an auditable communication record to support after-action review and regulatory
reporting.

[J Mutual-aid and neighboring-utility coordination channels are documented and do not depend on a
single compromised network path.

1 We have confirmed, not assumed, that our state and federal contacts can reach us the same way we
plan to reach them.

4. Communications Infrastructure Independence

The channel used for all of the above has to survive the same isolation event that takes down the primary network.

I Our primary incident communications platform does not authenticate against the same enterprise
identity system as the network being isolated.

0 Ourincident communications platform can run in an on-premises, hybrid, or sovereign cloud
configuration rather than solely as internet-dependent SaaS.

[J Devices used forincident communications are managed, encrypted, and can be locked down or
wiped independently during an active incident.

1 We have identified, in writing, what breaks in our current plan if internet and cloud service availability
cannot be assumed.

1 Devices desighated for incident communications have a power and charging plan that survives an
extended outage, including for field staff without vehicle or facility access.

Scoring Your Readiness

Count the number of unchecked items across all four sections

Strong readiness. Validate with a full drill that runs past the isolation step

0 to 2 unchecked . . .
through manual operations, notification, and reporting.



310 6 unchecked Partial readiness. Coordination gaps are likely to surface during an actual
isolation event. Prioritize the sections with the most unchecked items.
Significant gap. Isolation planning has likely outpaced coordination

7 to 11 planning. Communication independent of the isolated network should be

an immediate priority.

Critical exposure. Organization cannot currently coordinate a manual-
12+ operations transition. Treat this as an active deficiency, start with
sections 1 and 2.

Next step: A 30-minute resilience review BlackBerry® Secure Communications can map your current
incident communications against Cl Fortify's isolation and recovery requirements and identify gaps.
Contact your BlackBerry representative or visit blackberry.com/en/secure-communications to schedule
a review.
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